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DETAILED ACTION 

1 . The response of 6/26/2006 was received and considered. 

2. Claims 1-20 are pending. 

Claim Objections 

3. Claim 20 is objected to because of the following informalities: It is believed that claim 
20 should depend from claim 16, rather than claim 6. Appropriate correction is required. 

Response to Arguments 

4. Applicant's arguments filed 6/26/2006 have been fully considered but they are not 
persuasive. 

5. Applicant's response (§A) is not persuasive because the argued limitation is not recited in 
the claims; however, claim 5 as amended overcomes the 35 USC §112 rejection set forth in the 
previous Office Action. 

6. Applicant's response (§Ba) argues that "It follows then, that the signature to be calculated 
for every respective packet which is about to be transmitted will also be different". As an initial 
note, there is no recitation in the claims as to the signatures being different. Further, Applicant's 
assertion is not necessarily true. Simply because the interfaces can differ, does not imply that the 
claimed language requires them to differ. Further, even with different interfaces as a result of 
different contracts, the same operations can be performed and the same signatures will be 
generated in this scope. 
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7. Applicant's response (§Bb) argues that Shimbo lacks carrying out control operations on 
packets and thereafter, transmitting the packet from the access interface to the concentrating 
router with each packet transmitted with a signature, authenticating that the packet has been 
subjected to control operations. However, as previously stated, Shimbo carries out packet 
authentication (control operations) and forwards the packet with a signature indicating that it has 
passed (col. 11, lines 53-59). Further, Shimbo discloses carrying out packet filtering according 
to rules (Fig. 3, #304 & col. 15, lines 3-6) before appending the authentication code (Fig. 3, 
#305). If there is no authentication information associated with the packet, then the packet is 
considered improper (col. 18, lines 53-56). . Therefore, is must pass the control operations to 
continue on to receive it's signature information for the next hop. 

8. Applicant's response (§Bc) argues that "not all of the packets will be encrypted. 
However, as described in col. 18, lines 53-56, if no authentication data is associated with the 
packet, then the packet is considered improper (col. 18, lines 53-56). Therefore, for each packet 
according to the compliant system in Shimbo, each packet undergoes this processing. 

9. Applicant's response (§Bd) argues that Applicant recites that the code word of the 
signature is calculated by hashing at least part of a content of the packet involving a shared 
secret, but Shimbo does not. However, Applicant is directed to col. 15, lines 43-45 where 
Shimbo discloses authenticating all data of fields within the packet. 

10. Applicant's response (p. 6) argues that "Simply put, there is no such teaching or 
suggestion in any of these references." However, the Examiner's position is clearly stated in the 
Office Action and is recited below for convenience. If Applicant disagrees with the Examiner's 
assertion, flaws in the assertion must be clearly stated and supported by factual evidence. 
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1 1 . Applicant's response (p. 6) argues that neither Purdy nor Weingart can be combined with 
Shimbo. Applicant's reasoning for this statement is that Shimbo and Purdy have different goals. 
However, this is not sufficient reasoning as the goals are not competing. One having ordinary 
skill in the art would have, armed with the security system of Shimbo, appreciated the benefits of 
Purdy' s reduction of manufacturing costs. Further, one having ordinary skill in the art of 
computers realizes that the Weingart reference is applicable to any integrated circuit or 
combination thereof where physical access is possible but not desired. 

12. Regarding Applicant's amendments to independent claims 1 & 6, Applicant has added 
"non-signature analysis". However, the specification does not describe explicitly performing 
non-signature analysis. 

13. Regarding Applicant's new independent claims 1 1 & 16, the claims discloses carrying out 
control operations on streams of packets transmitted only to the concentrating router. Shimbo' s 
disclosure reads on this language such that during each hop, the packet and signature is 
transmitted only to the concentrating router/next hop. Further, the security gateway of any of the 
embodiments disclosed in Shimbo can be incorporated into the end host (col. 28, lines 1-14), 
which would be the source/destination. 

Specification 

14. The specification is objected to as failing to provide proper antecedent basis for the 
claimed subject matter. See 37 CFR L75(d)(l) and MPEP § 608.01(o). Correction of the 
following is required: The specification does not describe carrying out explicitly non-signature 
analysis control operations, as claimed in claims 1-10. 



Application/Control Number: 09/868,151 
Art Unit: 2134 



Page 5 



Claim Rejections - 35 USC § 112 

15. The following is a quotation of the first paragraph of 35 U.S.C. 1 12: 

The specification shall contain a written description of the invention, and of the manner and process of making 
and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the art to which it 
pertains, or with which it is most nearly connected, to make and use the same and shall set forth the best mode 
contemplated by the inventor of carrying out his invention. 

16. Claims 1-10 are rejected under 35 U.S.C. 1 12, first paragraph, as faihng to comply with 
the written description requirement. The claim(s) contains subject matter which was not 
described in the specification in such a way as to reasonably convey to one skilled in the relevant 
art that the inventor(s), at the time the application was filed, had possession of the claimed 
invention. The specification does not describe carrying out explicitly non-signature analysis 
control operations. 

1 7. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

18. Claims 1-10 & 15 are rejected under 35 U.S.C. 1 12, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

a. Regarding claims 1-10, it is unclear if "non-signature analysis control operations" 
refers to analysis control operations that are not signature-related or control operations 
that are not signature analysis-related. The claims are examined as best understood. 

b. Regarding claim 15, the claim is rejected under 35 U.S.C. 112, second paragraph, 
as being incomplete for omitting essential elements, such omission amounting to a gap 
between the elements. See MPEP § 2172.01. The omitted elements are: who/what is 
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obtaining the signature and carrying out the at least some of the control operations. This 
is vague because claim 1 1 recites "carrying out, at the access interface, control 
operations" and "each packet being transmitted with a signature", lending to the 
interpretation that claim 1 5 recites steps already performed. 

Claim Rejections - 35 USC §102 

19. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

20. Claims 1-4, 6-9 & 1 1-19 are rejected under 35 U.S.C. 102(e) as being anticipated by U.S. 
Patent 6,092,191 to Shimbo et al. (Shimbo). 

Regarding claims 1-2, Shimbo discloses carrying out, at an access interface of a 
subscriber installation/source side gateway (col. 11, lines 53-57), non-signature analysis control 
operations/packet filtering, signature creation and routing (Fig. 8, #S807, S809 & 881 1) on 
streams of packets transmitted to a concentrating router/next router or destination side gateway 
(col. 11, lines 53-59), within the framework of a contract (shared keys for authentication code 
generation, filtering rules for filtering and routing information for routing) between the 
subscriber and a manager of a shared network (col. 11, line 63 - col. 12, line 12), and after 
having carried out the control operations concerning a packet to be transmitted, transmitting said 
packet from the access interface/source side gateway to the concentrating router/next router or 
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destination side gateway (col. 11, lines 53-59), each packet being transmitted with a signature 
based on a secret shared with the concentrating router (col. 1 1, line 63 - col. 12, line 12), 
authenticating that the packet has been subjected to the control operations/signature creation. 

Regarding claims 6-7, the claims are substantially equivalent to claims 1-2, such that the 
method claimed in claim 1 is performed on the access interface of claim 6 which is applied 
equally to the router of Shimbo. 

Regarding claims 11-12, Shimbo discloses carrying out, at an access interface of a 
subscriber installation/source side security gateway (col. 11, lines 53-57), non-signature analysis 
control operations/packet filtering, signature creation and routing (Fig. 8, #S807, S809 & S81 1) 
on streams of packets transmitted only to a concentrating router/destination side gateway (col. 
11, lines 53-59) which can be incorporated in the host (col. 28, lines 1-14), within the framework 
of a contract (shared keys for authentication code generation, filtering rules for filtering and 
routing information for routing) between the subscriber and a manager of a shared network (col. 
11, line 63 - col. 12, line 12), and after having carried out the control operations concerning a 
packet to be transmitted, transmitting said packet from the access interface/source side gateway 
to the concentrating router/destination side gateway (col. 1 1, lines 53-59), each packet being 
transmitted with a signature based on a secret shared with the concentrating router (col. 11, line 
63 - col. 12, line 12), authenticating that the packet has been subjected to the control 
operations/packet filtering, signature creation and routing (Fig. 8, #S807, S809 & S81 1). 

Regarding claims 16-17, the claims are substantially equivalent to claims 11-12, such that 
the method claimed in claim 1 1 is performed on the access interface of claim 16 which is applied 
equally to the router of Shimbo. 
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Regarding claims 3, 8, 13 & 18, Shimbo discloses the code word/authentication code 
calculated by hashing at least part of the content of the packet, involving the shared secret (col. 
15, lines 35-40). 

Regarding claims 4, 9, 14 & 19, Shimbo discloses enciphering using a private key/secret 
key (col. 15, lines 29-34). 

Regarding claim 15, Shimbo discloses obtaining the signature (co. 15, lines 26-40) and 
carrying out at least some of the control operations (Fig. 3, #302, 304, 305). 

Claim Rejections - 35 USC §103 

21. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

22. Claim 5 is rejected under 35 U.S.C. 103(a) as being unpatentable over Shimbo, as 
applied to claim 1 above, in further view of U.S. Patent 5,726,660 to Purdy et al. (Purdy). 
Shimbo lacks the signature and control operations carried out within a single integrated circuit. 
However, Purdy teaches that combining multiple functional components on a single integrated 
circuit reduces manufacturing costs significantly (col. 3, line 61 - col. 4, line 2). Therefore, it 
would have been obvious to one having ordinary skill in the art at the time the invention was 
made to perform the signature and control operations on a single integrated circuit. One of 
ordinary skill in the art would have been motivated to perform such a modification to 
significantly reduce manufacturing costs, as taught by Purdy (col. 3, line 61 - col. 4, line 2). 



Application/Control Number: 09/868,151 



Art Unit: 2134 



Page 9 



23. Claims 10 & 20 are rejected under 35 U.S.C. 103(a) as being unpatentable over Shimbo, 
as applied to claims 6 & 16 above, in further view of Purdy and U.S. Patent 4,860,351 to 
Weingart. Shimbo lacks the signature and control operations carried out w^ithin a single 
integrated circuit. However, Purdy teaches that combining multiple functional components on a 
single integrated circuit reduces manufacturing costs significantly (col. 3, line 61 - col. 4, line 2). 
Therefore, it would have been obvious to one having ordinary skill in the art at the time the 
invention was made to perform the signature and control operations on a single integrated circuit. 
One of ordinary skill in the art would have been motivated to perform such a modification to 
significantly reduce manufacturing costs, as taught by Purdy (col. 3, line 61 - col. 4, line 2). As 
modified, Shimbo lacks an absence of physical access immediately upstream of a module of the 
integrated circuit adapted to obtain the signature. However, Weingart teaches that providing an 
electronic circuit in a tamper-resistant package protects the information stored in the circuit (col. 
3, lines 6-11). Therefore, it would have been obvious to one having ordinary skill in the art at 
the time the invention was made to use an integrated circuit where there is no physical access. 
One of ordinary skill in the art would have been motivated to perform such a modification to 
protect the information stored in the circuit, as taught by Weingart (col. 3, lines 6-11). 

Conclusion 

24. The prior art made of record and not relied upon is considered pertinent to applicants 
disclosure. 
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c. The references to Alles, Wadlow and Teraslinna are cited for teaching a router 
applying control operations according to an agreement, such as filtering and quality of 
service (priority). 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Michael J. Simitoski whose telephone number is (571) 272-3841. 
The examiner can normally be reached on Monday - Thursday, 6:45 a.m. - 4:15 p.m.. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Jacques Louis-Jacques can be reached on (571) 272-6962. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 




